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AHAJII3 ITPOBJIEM BE3IEKH IoT ITIPUCTPOIB

B cmammi posensanymo npobnemu 3abesneuenna 3axucmy oocmyny 00 loT-npucmpoie ma ixuix mepesxc.
Ilpoananizoeano docnioxcenns gaxisyie komnanii Microsoft, saxi 3a pe3yiemamamu onumy8aHHs 6CMAaHOSUIU,
wo wuaubinewi npodremu 6 loT- mepedxcax cmocytomves Oesneku na pisHi mepedici. Hasenicme eenuxol
KiIbKOCMI HeQOCamub0 3axuujeHux npucmpois noneauye nposedents DDoS-amak, 6 saxux ona nanady Ha
KOPNOPAMUSHI CUCEMU MOHCYIb SUKOPUCTHOBYS8AMUCS NOOYMO8i npUCmpoi.

OcHoena npuyuna 6iomMogu 6upodnuxie xomnowenmis cucmemu IoT enposadicyeamu eremenmu
Oesneku — ye 6eUKi OOUUCTIOBANLHI GUMPAMU, WO 3MEHWYIOMb MEPMIH CAYHCOU eleMeHmie HCUBTEHH
npucmpois.

Cneyianicmu HPE (Hewlett Packard Enterprise) pexomenodyiomo seeprymu yeazcy sk Ha npobremu Ha
CMOPOHI GIACHUKIE NPUCMPOL8, MaK i Ha NPobieMu, SIKi NOSUHHI GUNPABUMU PO3POOHUKY, MA HA0AIOMb 0eKLIbKA
nopao 3 Harawmyeans loT-npucmpois. Daxieysmu HPE napaxosano 6Onuzeko 25 pisnux epaziusocmeti 6
KOMCHOMY 3 OOCHIOMCEHUX NPUCMPOI8 (Menesizopis, 08epHUX 3aMKis, NOOYMOSUX 6de, OOMAUIHIX OXOPOHHUX
cucmem, elekmpopo3emox i m.o.) ma iXuix MOOLIbHUX | XMAPHUX KOMNOHEHMAX, CKIAOeHO NepeiK HatlOiibuux
spasaugocmell ma 3po0eHo HesMiuHU 8UCHOBOK: be3neunoi exocucmemu 10T na cbo2oOHTWHIll OeHb He iCHYE.

Posenanymo cmamucmuxy 3a@ikcosanux 6npoo081c OCMAHHIX 2X DOKi6 3a 00NOMO2010 XOHINOmis8
amax na loT-npucmpoi, siky 3iopanu cneyianicmu «J/labopamopii Kacnepcvkozoy. Busigunoce, ujo 6iodysacmucsi
3pocmanns Kiibkocmi amax i3 360invuennsm xinvkocmi IP-adpec. Ckiadeno cnucox kpain, 3 sKux 6y1o
3aghixcosano nHaibinbue cnpod suxonamu amaxy. Haibinvwa rxinekicmo amak eenacwy 3 Kumaio ma bpazunii.

Posenanymo cnucox 3aepos, npeocmasgnenuii komnaicio Trend Micro.

Ipoananizosarno naubinbw nowuperi mexHono2ii amax, 3a OONOMO20I0 AKUX MONCYMb OYMU HAHeCeHi
3Hayni 36umxu. [lo makux mexnonoziu moocna eionecmu: nocuienus «Amplificationy, 3miny ingopmayii
Mapwpymy, eubiprogy poscuiixy, 6e30onny @opouxy «Sinkhole Attack», wamancoxy amaxa «Sybil attacky,
amaxy uepsomouunu « Wormhole attacky, ¢pyo amaxy « HELLO flood attacky.

Ilpedcmasneno nepenik OCHOSHUX pekomeHOayil 015 3a0e3neyenus Oesnexu ¢ loT cucmemi, a came:
3aXUCM Napoie, BUKOPUCMAHHIA OKPEMUX MeEPEIC, 8iOMOBA GI0 ABMOMAMUYHO20 NIOKIIOUEHHS 00 MepPedCi.

Kniouosi crosa: Inmepnem peuvett (IoT), npomucnosi npucmpoi inmepnemy peueti (IloT), misiemawunna
63aemo0ist (M2M), po3ymuuii 6younok, posymue micmo, ingopmayitina 6esnexa (IB), DDoS-amaxa
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AHAJIM3 IPOBJEM BE3OACHOCTH IoT YCTPOUCTB

B cmamve paccmompenuvl npobnemsr obecneuenus 3awumot docmyna k loT-ycmpoticmeam u ux cemsm.
Ipoananuzuposanvl uccredoeanus cneyuanucmog xkomnauuu Microsoft, komopuvle no pesyibmamam onpoca
yemanosuau, ymo nauboavuue npodremsl 6 loT- cemax xacaromes 6esonacnocmu na ypogue cemu. Hanuuue
OONbUI020 KOIUHECMBA HEOOCMAMOYHO 3AWUWEHHbIX YCmpoucme obnecuaem nposedenue DDoS-amak, 6
KOMOpbIX Ol HANAOEHUsL HA KOPNOPAMUBHbIE CUCTHEMbL MOSYI UCHOAb308AMbCS, 8 MOM UYUucie, U Oblmosble
ycmpoticmaa.
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OcHo6Hast npuuuna omxaza npouzeooumeneil Komnowenmos cucmemvl IoT eneOpsimb 31emenmol
bezonacnocmu — 3mo  OoabliUe GbIYUCIUMENbHbIe 3AMPAmbl, YMEHbUIAWUE CPOK CIYHCObL INeMEHMO8
NUMAaHUsL yCmpoucma.

Cneyuanucmer HPE (Hewlett Packard Enterprise) pexomenoyiom obpamume enumanue Kaxk Ha
npobiemMbl HA CMOpPOHe 61a0enbyes YCMpOUCms, max U Ha npobaemvl, KOmMopvle OOJJCHbL UCHPAGUMD
paspabomuuku, U npPedoCmMasision HeCKOIbKo cogemos no Hacmpotike 10T-yempovicms.  Cneyuanucmamu HP
HACYUMAHO OKOAO 25 paziuyHbIX YA36UMOCMEN 6 KAXCOOM U3 UCCACO08AHHLIX YCMPOUCME (Menesu3opos,
0BEPHBIX 3AMKO8, DbIMOBLIX 6C08, OOMAUWHUX OXPAHHBIX CUCIEM, INEKMPOPO3IEMOK U M.0.) U UX MOOUTbHBIX U
00NAUHBIX KOMNOHEHMAX, COCMAGIEH NePeueHb KPYNHEUWUX YA36UMOCMel U COeNaH HeymeuumenbHulil 6b1600.
bezonacnoii skocucmemol 1oT na cecoOnsunuLl OeHb He cyujecmeyem.

Paccmompena cmamucmuxa 3aQpuxkcupo8anHvix 8 meuenue noCAeOHUX 2x Jiem ¢ NOMOubI0 XOHUROMO8
amax na loT-ycmpoticmea, komopyro cobpanu cneyuanucmol «JIabopamopuu Kacnepckozoy. Oxkazanocw, umo
ommeyaemcs. pocm KoIuYecmsea amax ¢ ygeaudenuem xoauvecmsa IP-aopecos. Cocmasnen cnucok cmpa, u3
KOMOpbIX ObLI0 3a(DUKCUPOBAHO O0NeM 8Ce20 NONbIMOK 6bINOAHUMb amaky. Hauboavuwiee xonuuecmso amax
genocv uz Kumas u bpasunuu.

Paccmompen cnucok yepos, npeocmasnennviii komnanuei Trend Micro.

Ipoananuszuposansl Haubosee pacnpoCmMpanerHvle MexXHOA02UU AMAK, C NOMOUbIO KOMOPLIX MO2Ym
ObImb HaneceHvl sHauumenvhslll yujepd. K maxum mexnonoeusim moscno omuecmu: ycunenue «Amplificationy,
uUsMeHenue uHpopmayuy Mapuipyma, 6vlOopouHYI0 pPACCHUIKY, 0e300HHYI0 60poHKY «Sinkhole Attacky,
wamanckyro amaxy «Sybil attack», amaxy uepsomouunvt "Wormhole attacky, ¢nyo amaxy «HELLO flood
attack».

IIpeocmasnen nepeuens 0CHOBHBIX peKoMeHOayull 0 obecneyenus desonacnocmu 6 loT cucmeme, a
UMEHHO: 3auuma napoiet, UCHOAb306aAHUe OMOEIbHbIX Cemell, OMKA3 OM aASMOMAMUYECKO20 NOOKIIOYUCHUSL K
cemu.

Kmioueswie crosa: Humepuem eeweti (IoT), npomvuunennvie yempoiicmea unmepuema eeweti (IloT),
Mediemawunnoe g3aumoodeticmeue (M2M), ymuviti 0om, ymHwlili 20pod, ungopmayuonnas bezonactocmo (Ub),
DDoS-amaxa
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Kherson National Technical University
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ANALYSIS OF SECURITY PROBLEMS OF loT DEVICES

The paper considers the problems securing of protection of access to loT-devices and their networks. A
study by Microsoft experts, who found that the biggest problems in 10T networks are related to network-level
security, was analyzed. The presence of a large number of insufficiently protected devices facilitates DDoS-
attacks, in which home devices can be used to attack corporate systems.

The main reason for the failure of 10T component manufacturers to implement security features is the
high computational costs that reduce the service life of device batteries.

HPE (Hewlett Packard Enterprise) experts recommend paying attention to both device owner issues
and developer issues, and provide some tips on setting up 10T devices. HPE experts have identified about 25
different vulnerabilities in each of the studied devices (TVs, door locks, household scales, home security systems,
electrical outlets, etc.) and their mobile and cloud components, compiled a list of major vulnerabilities and made
a disappointing conclusion: a safe ecosystem 10T does not exist today.

The statistics of attacks on IoT devices recorded during the last 2 years with the help of honeypots,
collected by Kaspersky Lab specialists, are considered. It turned out that the number of attacks increases with
the number of IP addresses. A list has been compiled of the countries with the highest number of attempted
attacks. The largest number of attacks came from China and Brazil.

The list of threats provided by Trend Micro is considered.

The most common attack technologies, which can cause significant damage, are analyzed. Such
technologies include: amplification, change of route information, selective mailing, bottomless funnel "Sinkhole
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Attack”, shamanic attack "Sybil attack", wormhole attack "Wormhole attack”, flood attack "HELLO flood
attack".

The list of basic recommendations for security in the loT system is presented, namely: password
protection, use of separate networks, refusal of automatic connection to the network.

Keywords: Internet of Things (loT), industrial devices of the Internet of Things (110T), inter-machine
interaction (M2M), smart home, smart city, information security (IS), DDoS-attack

IlocTanoBka mpodaemMu

IlepeBaru i MOXKIUBOCTI, IO HAJAIOTh JIIOJUHI HOBI TEXHOJIOTIT, SIKI CTPIMKO BXOIATh B 11 KUTTS, HE
BHUKJIUKAIOTHL CYMHIBIB. JI0 TaKMX HOBAIlii Oe3MepevyHo BiHOCUTLCS 1 KOHIIEMI[S «PO3YMHOrO OYAUHKY», a B
OUTBII IIMPOKOMY CEHCi, 1 «PO3YMHOI'0 MICTa», sSKa pealli3yeThcsl B TOMY 4YHCII Ha 0a3i [HTepHeTy peueit
(Internet of Things, 10T). OxHak, mopsa 3 yciMa OYEBHIHMMHM IDIFOCAMH, CJIiJi 3BEPTATH yBary i Ha mpoOlieMu,
BHUKIMKAHI MOMIMPEHHSAM TaKUX TexHojorii. OpHa 3 Takux nOpoOJieM IMosrae B TOMY, IIO0 BHPOOHUKH
KOMIIOHCHTIB CUCTeMH [HTEepHET pedel He NPUAUIAIOTh HAJIC)KHOI YBAarW MUTAHHAM iH(GOPMAIIiiHOi Oe3neKH, sKi
BHHUKAIOTH IIPH IOBCAKICHHOMY BUKOPUCTaHHI SIK OKPEMHX KOMIIOHEHTIB CHCTEMH, TaK 1 I[JIOr0 amapaTHO-
MPOrPaMHOT0 KOMILTEKCY. 3 BUXOIOM Ha PUHOK BEIHMKOI KiJIbKOCTI BUPOOHUKIB KiHI[EBOI'0, KOMYHIKAI[IHHOTO Ta
KEPYIoUOoro OOJaHaHHs MOCTAN0 IMHUTaHHSA MPO IHTEpPOnepadebHICTh KOMIIOHEHTIB CKJIaIHOI CTPYKTYPH, a
TaKOX TPO MOXIHUBICTh IXHBOI POOOTH O3 3arpo3M BHHUKHEHHS HECAHKI[IOHOBAHOTO JIOCTYITY, BHUTOKY abo
PO3KPHTTS iH(pOPMAIIii, 10 HUPKYITIOE B CUCTEMI.

AHaJIi3 ocTaHHIX J0CTiIKeHD i myoTikamii

IuTepHET peueii - 1€ BearKa KUIBKICTE MPUCTPOIB (sKa Ha mopsaku nepesulrye uyncio I1K, HoyTOyKiB i
cMapTdoHiB), BUHECEHHX 3a MEXI 3aXHIICHOr0 KopropaTuBHOro mepumerpa. KpiM Toro, ixHbow Oe3nexoro
JIOBTHif Yac HIXTO BCEPI03 He 3aiimMaBcsl.

3apa3 mpobiema MmounHae ycBimommoBaTucs. B gocmimkenni Microsoft 2019 poky «Haiibinbmr
aKkTyajabHI mpobjemu IHTepHeTy peuecity 19% ommMTaHMX PECIOHICHTIB BKa3ald Ha Oe3leKy SK Ha OmHY 3
HaWBaXIUBIIIHMX TIpo0aeM. HoTupy HaWOIIBII MOMIUPEH] MpobieMu (CKIaaHICTh pitneHs [P, HecTaya KOMITIB i
KaJIpiB, BIIICYTHICTh HEOOXiHUX 3HaHb 1 HEMOXKJIMBICTh 3HANTH «paBUiibHE» [P-pillleHHs) TeX MOXYTh MaTu
CBOIMH HACITiIKaMu mopyiieHHs 0e3meku [P-cucrem.[1,2]

IIlo crocyerses mpobiem Oe3nexku IHTepHETY pedei, TO PECHOHAEHTH OnuTyBaHHA Microsoft
pamKUpyBaiii iX HacTynHuUM unHOM (puc.l). Haiibinbme BoHM cTypOoBaHi 3a0e3reueHHsIM Oe3leKd Ha pPiBHI
Mepexi, 32 KUIbKICTIO onuTaHuXx 1e ckianae 43%.[3]

Mepexos ¥ KOHTPONIO HA YPOBHE MAEHTU MKALMK

CmeHa Napon ei/yueT HbiX JEBHHEX, YCT no y

YCTPORCTE B MHT@pHaTS

OEHoBN@HWE NPOWMBOK YCTpoRCTE

c 5 no

Mposeaenne TECTUPOBAHNA YETPORCTE

MNpoBeperne KoM nporpanm v

=t npor umidp

ObecneueHke Ge3oNacHOCTH ANA KANAOID YCTPOACTES

YNpaBneHne Kax4bLIM YoTpoicTeom

DOEecneuenne GEIONACHOCTH HA YPOBHE CaTH

Benuka KibKiCTh HETOCTATHRO 3aXHUIIEHUX MPHUCTPOIB MOJETITye mpoBeaeHHss DDoS-aTak, B SKUX T
Hamajay Ha KOPIOPATHBHI CHCTEMH MOXYTh BUKOPHCTOBYBATHCSA, B TOMY YHCIHI, 1 TOOyTOBI mpucTpoi. OcraHHi
gacTo (PYHKIIIOHYIOTH 3 TApojieM, BCTAHOBIICHHM «3a 3aMOBUYBaHHAM». LI ypasnmBICTB cTaja NPHYUHOIO
BUHHKHEHHS 1 (yHKIIOHYBaHHs 60THETY Mirai. [1oTy)XHICTh BiamtoBaHoi 3a jornomoro Mirai ataku Ha BeO-
caiiT xypHraiicra Brian Krebs, npucsuenuit po3cimiayBaHHIO POAAXKy TIOCTYT OOTHETIB, B Ky gocsrana 665
I'6iT / ¢, mpudoMy 3ailiCHIOBaIaCh BOHA «PO3YMHUMH Bijeokamepammy.[4,5]
DopMYTIOBAHHS METH JOCTiTKeHHS
Meroto po0OOTH € JOCTIDKEHHS MpoOJIeM iCHylounx 3arpo3 Oesmekn IHTepHETy pedel, y pe3ynbTati
Oyne chopMyITbOBaHO Tepellik OCHOBHUX peKOMEHAaIi s 3a0e3medeHns Oe3nexu B 10T cucremi.
BukiajaeHHs: 0CHOBHOI0 MaTepiany A0CTigKeHHsI
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CbOrofHi MU XKHBEMO B CBITI, A€ NPHUCTPOIB, MigKmroueHnX a0 loT, Oimbmme, Hix mogei. [lumu
MIPUCTPOSIMA MOXYTh OYTH SK po3yMHHHA TomuHHHMK, Tak i RFID-uin BincrexxeHHs 3amaciB. Ilpuctpoi,
migkmodeHi 10 [oT, oOMiHIOIOTECS JaHMMHM depe3 Mepeky abo XMapHi miaThopMu, HiAKIoueHi 10 [HTepHeTy
pedeii. MoximBicTe orpumManHs iHbopMarii 3 [oT B peamsHOMY Yaci HaOmmkae MUPPOBY TpaHCHOPMAIIITO.
IaTepHeT pedei cnpuumHsAe O€3Jid MO3UTHBHUX 3MIH B Tajly3l OXOPOHM Tpalli i 3/OPOB'S, B cdepi AUTOBHX
orepaliif, HaJla€ MOXIIMBICTh MOKPAIIEHHsT BUPOOHMYMX MOKa3HUKIB 1 BUPIIIEHHS ITI00AJbHUX EKOJOTIYHUX i
TYMaHITapHHX ITPOOIIEM.

Merta TexHONOrIT TMOJSITa€ B BUKOPHCTAaHHI BEIUKOI'O YHCIA HEBEIUKHUX MAJIONOTYXKHHAX 3
O0YHCITIOBAIBHOI Ta CHEPTeTHYHOI TOYKA 30PY MPHUCTPOIB JJIsI BUKOHAHHS OJHOTHUITHHX MPOCTUX 3aBlaHb. Taka
TEXHOJIOTIA 3aKjaJeHa B OCHOBI,HANPHKIAA, KOHIIEMII «PO3yMHOr0 OYIUHKY» 1 «po3yMHOro micta». ITomiOHi
TEXHOJIOTIT BUKOPUCTOBYIOTBCS B PO3MOIUICHUX reoiHdopManidiHux cucreMax. [Ipu 1IbOMY YIIpaBIiHHSA [UMU
TIPUCTPOSIMH 3IIIHCHIOETHCS 33 JIOIOMOTOI0 KOMIT'IoTepa abo CMapT-NpUCTPOIO, a B pa3i MXKMAIIMHHOT B3aEMOIIT
(M2M) - i 30BCiM Oe3 yJacTi JIFOAUHH.

IIporuo3yetbes, 1mo A0 Kidmsg 202 1p. YUCI0 IPUCTPOIB, IHTETPOBAHKUX B CEPEIOBUINE [HTEpHET peyci,
nepeBUIUTh 16 MinbsapaiB. [lopsa 3 IHTCHCUBHUM IMOMIMPEHHSIM 110 BChOMY CBITY 1 IIMPOKUM 33aCTOCYBaHHSIM
Ii€1 TEXHONOTIi B 0araThoX rajy3sx BUPOOHHIITBA Ta XKHUTTE3a0E3MEUCHH, TOCTPO MOCTA€ MUTAHHS PO OE3IeKy
HE TUTbKH PSAIOBUX KOPUCTYBAUiB Ii€l TEXHOJIOTII, ale ¥ KPUTUYHO BAXKIHMBOI 1H(GOPMAIIii, 10 IUAPKYIIOE MPH
MDKMalIMHHIA B3aemonii. [Ipu 11boMy BUpOOHHKH ITHOPYIOTH 3aXO0JIM OE3IIEKH B CBOIX CHCTEMaX.

OcHOBHa TMpHYMHA BiIMOBH BHPOOHHKIB BIPOBA)KyBaTH KOMITIOHEHTH O€3MEKH — I BEIHKi
00YHCITIOBAIbHI BUTPATH, a OTXKE, BEIHMKAa BUTpaTa CIEKTPUYHOI €HEprii, 0 Ma€ KPUTHYHY BaXKJIUBICTh IS
amaparypu, sKa IMpalioe Bil aBTOHOMHOI'O JDKEpena JKUBJICHHS, HAIPUKIA] BiJ aKyMyasTopHHX Oartapeil. [lo
TOT'0 XK 11 MMPU3BOJIUTH JI0 MOJOPOKYAHHS CUCTEMHU [HTEepHETY pedeid.[6]

Buxoasuu 3 ychoro BUIIEBHKIIAJIEHOTO, PO3IIISIHEMO OCHOBHI 3arpo3u, BJIACTHBI cHCTeMaM [HTepHeTy
peueit.

ITpobmemamu Oe3mneku cepemoBuIla IHTEpHET-peyeii B JaHUI Yac 3aiiMalOThCs 0araTo JOCIITHUKIB IO
BChbOMY CBiTy. Lle moB's3aHo mepin 3a Bce 3 BEIMKUM KOJIOM MPOOJeM, 10 BUHHKAIOTh NMpH ekciutyaramii 10T
pucTpoiB.[7]

ExcriepTy HaAmoJIErJIUBO 3asBISIOTH MPO TE, IO IMOCTAYAILHUKH IOCAYr 1 MPHCTPOiB pHHKY loT
MOPYINYIOTh MIPUHIMI HACKpi3Hoi iHdopmarniinol 6e3neku (Ib), ki peKOMEHIOBAHUI AJIA BCIX HPUCTPOIB 1
mocnyr IHTepHeTy pedei. 3rigHo 3 MM HOpUHOWUIOM, |B MOBMHHA 3aKiagaTHCs Ha ITOYATKOBIH cramii
MIPOEKTYBAHHS NPOAYKTY a00 MOCIYTH 1 MiATPUMYBATHCS aXK JI0 3aBEPILCHHS IXHHOTO YKUTTEBOT'O LIUKITY.

Hocniguukun HPE (Hewlett Packard Enterprise) 3BepraioTh yBary sK Ha NpoOJEMH Ha CTOPOHI
BJIACHUKIB NPHUCTPOIB, Tak 1 Ha mHpoOJeMH, sKi MOBMHHI BHIPABUTH po3poOHuKH. Hampukimam, Ha camomy
[MOYAaTKy eKCIUTyaTallii KOPHCTYBau IIOBUHCH 3MIHMTH (aOpHYHHIA [apojb, II0 BCTAHOBJICHUN 3a
3aMOBYYBAHHIM, Ha CBif YHIKAIbHUM, OCKIIGKM BCi (paOpuuHi mapomi AyOIrolOTHCS Ha BCIX MPHUCTPOSX 1 HE
BIIPI3HAIOTBCS CTIMKICTIO Ta HamidHicTIO. YacTimre 3a Bce KOPHCTYBadi HE MTOTPHUMYIOTHCS Iri€i mopamu. Tox,
BITACHUKAM CJIiJ] Moa0aTH PO BCTAHOBJIEHHS 30BHIIIHLOTO 3aXUCTY, OCKIIBLKM HE BCI IPHIAIH MalOTh BOYIOBaHi
3acobu Ib-3axucry, mpu3HaueHi Ui JOMAIIHBOIO BUKOPHUCTAHHS, 3 THM LI00 [HTEpHET-TpHCcTpoi He cranu
BiJIKPUTHMHU LIUTIO3aMH B IOMAIITHIO MEPEXY a00 MPSIMUMH IHCTPYMEHTaMU 3O/ isTHHS mIkoau.[8]

B xoxi nposeneroro HPE mocmimkeHHs: BUABICHO, 110 MprOIM3HO B 70% mpoaHa i30BaHUX IIPUCTPOIB
He mubpyeTbes Oe3mporoBuit Tpadik. 60% BeO-iHTpedeiiciB mpucrpoiB exkcrneptd HPE  BBaxaroTh
HeOEe3NCUYHNMH dYepe3 HeOe3IMEeYHy OpraHi3aiilo JOCTYIy 1 BHCOKI PH3MKH MIKCAWTOBOTO CKPHUIOTUHTY. Y
O1IBIIOCTI MIPUCTPOIB HepeadadeHi mapoai HenocTaTHpoi criiikocTi. [Ipnbmmsno 90% npuctpois 30uparoTh Ty
YH 1HIIY IePCOHANBHY 1H(OPMAIIi0 TIPO BIACHKKA Oe3 Horo BigoMa.

Beworo x ¢axisii HPE nHapaxyBamm OnmM3bK0 25 pi3HMX BPa3IMBOCTEM B KOXXHOMY 3 JOCIIIKEHHX
IIPUCTPOIB (TENEBi30PiB, IBEPHUX 3aMKiB, MOOYTOBHX Bar, AOMAIIHIX OXOPOHHHX CHCTEM, €JIEKTPOPO3ETOK i
T.JI.) Ta IXHIX MOOIJTBHHX 1 XMapHUX KOMITOHEHTaX.[9]

Bucuopok ekcnieptiB HPE HeBTimawmit: 0e3meynoi ekocucteMu 10T Ha CbOrOQHIIIHIN IEHb HE ICHYE.
[lincymoByr0UM HaBeCHI TOCHTIHKEHHS, MOKHA BUIITITH HACTYITHI Ypa3MuBOCTI [HTepHETY peueit:
JKuBeHHS JaTYKKIB,

CranmapTu3amnis apXiTeKTypH i IPOTOKOMIB, CepTH(IKAIIis TIPHCTPOIB;

Iadopmariiina 6e3mnexa;

CrangapTHi 00JTiKOBI 3aIHCH BiJl BAPOOHWKA, cl1abka aBTEHTU(IKAIIIS;

BigcyTHICTD MATPUMKH 3 OOKY BUPOOHHKA JIJIsl YCYHEHHST BPa3JIMBOCTEH;

HemoxuBicTh a00 CKIIaHICTE OHOBIICHHS MTPOTPAMHOTO 3a0€3MeUeHHS Ta ONEPAIiitHOI CHCTEMH;
BukopurcTaHHS TEKCTOBUX TPOTOKOMIIB 1 HEMOTPiOHMX BiJKPUTHX TIOPTiB;

MOoXITUBICTH TS XaKepa JIETKO MOTPAIATH B MEPEXKY, BUKOPUCTOBYIOUH CITA0KICTh OHOTO TaIlKETY;
BukopurcTaHHs He3aXUIIEHOI XMapHOi iIHPPACTPYKTYPH.

B mepmriit momouni 2019 poky daxiemi 3 «Jlabopatopii Kacnepcpkoro» 3a JOMOMOTOI XOHITIOTIB
(pecypciB, SIKi TPEACTaBISIOTH COOOI0 TMPHMAHKY JUIsS 3JIOBMHCHHUKIB) 3adikcyBasm 105 mmH atak Ha loT-

©CoNoG~WNE
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mpuctpoi 3 276 tuc. yHikanpHuxX IP-anpec. 1li pe3ynbraTé BUSBWINCS B CiM pa3iB BHUIIUMH, HiXK aHAJIOTIYHI,
oTpuMaHi B repmriii momoBuHi 2018 poky, komu Oymo BusiBieHo Oinsg 12 muH atak 3 69 tuc. IP-agpec. Ha
TeNepilIHii yac Kibep3JI04nHIIi, KOPUCTYIOUHCH cllabkuM 3axuctoM [oT-npomyKTiB, CTBOPIOIOTH i MOHETH3YIOTh
Bce Oinbire loT-6oTHetiB.[10]

Kinbkicts kibepaTak Ha loT-mipuCcTpoi CTPIMKO 30UTBIIYETHCSA, OCKITBKU BCE YACTIlIe KOPUCTYBadi Ta
OpraHizallii KyImyrTh «pO3YMHI» MPUCTPOT, TaKi K MapIIPYTH3aTOPH ad0 KaMepH BifeopeecTpallii Ta i, ajie
He J0alTh MPO TXHINH 3aXUCT BiJ 3J0BMHUCHHKIB. KiOep3JIO4HMHIII BHKOPHUCTOBYIOTh MEPEXKi 3apaKeHHX
«PO3YMHHX» TIPUCTPOIB i mpoBeAeHHA DDoS-atak, abo B sKOCTI TpOKCi-cepBepa Ui IHIIUX THIIB

MIKIUIMBUX HiH.

Jlerko BupaxyBaTH, 0 BHKOPHMCTOBYIOUM CEPEOHIO IIBHAKICTH 3'equanHa 15,85 MOit / ¢ (mami
oreparopiB 3B's13Ky), 11 reHepyBanHs DDOS-araku mmpuHoo 586 I'6/c motpioHo 6mu3bko 37 890 mpuctpois

(tabmn.1).

Tabuus 1

IIupuna DDoS-aTtaku 3 ypaxyBaHHAM MepeskHOi akTHBHOCTI 24 muipa IoT-npuctpois (T6/c)

[octynHi npucrpoi

1% 10% 25% 50% 75% 100%
1% 36.28 362.78 906.96 1813.89 2720.83 3.627.78
10% 362.78 3.627.78 | 9069.44 | 18138.89 | 27208.33 | 36277.77
BukopucraHHa 25% 906.96 9069.44 | 22673.61 | 45347.21 | 68020.82 | 90694.43
NPUCTPOIB 50% 1813.89 | 18138.89 | 45347.21 | 90694.43 | 136041.64 | 181888.28
75% 2720.83 | 27208.33 | 68020.82 | 136041.64 | 204062.46 | 272083.28
100% 3.627.78 | 36277.77 | 90694.43 | 181888.28 | 272083.28 | 362777.71

3rigHo i3 310paHuMu JaHUMH, aTakd Ha [oT-mpucTpoi He BiAPI3HAIOTHCS CKIIAIHICTIO, TPOTE HOCTATHHO
moTaiiuei, 11100 KopucTyBadi He moMiThin 1X. CIMEHCTBO IIKITUBUX mporpam Mirai 3actocoByBaiocs B 39%
yCIX aTak, B paMKax SIKHX BUKOPHCTOBYBAJIHCS CKCIUIONTH (mporpama abo KO, 10 BUKOPHUCTOBYE HEIONIKH B
cucTemMi O€3leKH KOHKPETHOrO JOJATKy s iH(IKYBaHHS MPHUCTPOIO), M0 HO3BOJSIOTE OOTHET
KOMIIDOMETYBATH IIPUCTPOI, E€KCIUIYaTyIO4YHM CTapl ypasiuBOCTI, 1 KOHTpoiroBath ix. Ha apyromy wicii
omuauBes Linux-tposia Nyadrop (38,57%) i3 3actocyBaHHsAM TexHiku Opyrdopca. Nyadrop Takox dacro
CIy’)KUB B SIKOCTI 3aBaHTaXyBada Mirai. TperiM Haii6inbm nomupenuM 6otHeToM craB Gafgyt (2,12% Big yeix
atak).[11]

JIoCMiTHWKKM TaKO)K BH3HAYMIN KpaiHH, SIKI YacTillle 3a iHIII BHUABJISUIMCS DKEPETaMU 3apayKCHHS B
nepiiii monosuHi 2019 poky (1a6:m.2). 30% ycix atak BinOyBamnucs B Kurai, 19% — B bpasunii, nani iine €runer
3 moka3HukoM B 12%. VY mnepuiii monoBuHi 2018 poku curyanis Oyna iHmoro — Bpaswmist mimupysana 3
nokazHukoM B 28%, Kuraii nocigas apyre micue (14%), SInownis tpere (11%).

Tabmums 2
Kpainu-mkepena Telnet-atak Ha xaninoru «Jladopatopii Kacnepcskoro»

1 nonosuHa 2018 1 nonosuHa 2019

Bpasunia 28% Kutan 30%
Kutan 14% bpasunia 19%
AnoHia 11% €rnner 12%
CWA 5% Pocin 11%
Mpeuis 5% CWA 8%
TypeyunHa 4% B’eTHam 4%
MekcuKa 1% IHaia 1%
Pocis 3% Mpeuin 4%
MNisaeHHa Kopes 3% NisaeHHa Kopesa 4%
ITania 2% AnoHia 4%

10 Bepecns 2019 poky kommanist Trend Micro omybmikyBana gocmimkerns «Uncovering IoT Threats in
the Cybercrime Underground», B skoMy OmHCyeThCs, SIK KiOep- KpUMIHAIbHI yrpyNOBaHHS BHKOPHUCTOBYIOTH
mpuctpoi [oT B cBOIX miysx i sKi 3arpo3u 11e cTBOpIoe. [ 12]

@axiBui Trend Micro mporHo3ytoTs HaCTYIHI 3arpo3u, moB's3aHi 3 [oT:
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1. 3McHIICHHS KUTBKOCTI 3JIaMaHUX MAapIIpyTH3aTOPiB, OCKIIBKM BEIMKA YacTHHA aTakK IOB's3aHa 3i
3MiHOIO HajamTyBanb DNS; siki jterko 3amo0irta. SIKio iHTepHeT-poBaiinepy Ta BAPOOHUKH POYyTepiB
MOYHYTh 3aXUIIATH 1[I HACTPOWKH, MOXKJIMBA MOsIBa HOBUX BEKTOPIB aTak;

2. 3pocraHHS YHCIa aTak Ha MPOMUCIOBI mpucTpoi [HTepreTy peueit (IIoT), mpudoMy B sSKOCTI BeKTOpa
MOHeTH3allii Oyse BUKOPUCTOBYBATUCS] BUMaraHHs;

3. TlosBa HOBUX IHCTpYMEHTAIBHHX 3aco0iB miusi mpoBeacHHs aTtak Ha loT / IloT i 3pocranHs
MOITYJIIPHOCTI IBOX OCHOBHHUX KOMEPIIAHMX HAOOPIB MIKiTHBHX nporpam st [oT;

4. TlosBa OUTBII CKITATHUX 3arP03, TAKHX SIK HU3bKOPIBHEB1 PYTKITH a00 3apakeHHs BOymoBaHoro I13;

5. Hogi opurinanpHi ciocodu MoHeTH3a1ii 3apakeHHs] CMapT-TIPHCTPOIB;

6. Po3BHTOK exoCHCTEMH aBTOMAaTH30BAaHHUX aTaK.

6 motoro 2020 poky kommanis Qrator Labs nmpeacraBuia HOBI HAIIPSIMKU B chepi MepexkeBoi Oe3MeKH,
mo 3’sBuwmcsa B 2019 porri. 3pocrands puHKy [0T TpHCTPOiB JT03BOJIWIO 3JIOBMHCHHKAM BHUKOPHCTOBYBATH
Bpa3NIUBI Miclsl TPHUCTPOIB Ta CTBOPIOBATH 3HAYHYy CMYry artak. J[ns HaHeceHHs 3HAYHUX 30UTKIB OyIno
MOJKJIMBMM BHKOPUCTOBYBaTH mpoTokon WSDD a6o nmporokon Apple ARMS, 1o Oyino BUSBICHO NpH aTtalli Ha
Mepexy ¢inbrparii Qrator Labs.

Hnst Toro, mo0 BHPOOMTH peKOMEHAalil HIONO IOCWIIEHHs Oe3leKku cucTteM [HTepHeTy pedeH,
HEOOXiIHO MpOAaHANi3yBaTH TEXHOJIOTII, 10 BUKOPHUCTOBYIOTHCS JUIs aTak. J{eKinbKa 3 HUX onucaHi Hk4e. [12,
13]

[Mocunenns «Amplification» mpairoe HACTYITHUM YHHOM: BiAIIPaBIISIETHCS 3aIIUT Ha BPA3JIMBUIA cepBep,
neil 3amuT 0araTopa3oBO IOBTOPIOETHCS 1 CHPAMOBYEThCA Ha BeO-caT. B arami nmaHoro THIy MOXYTb
BUKOPUCTOBYBATHCH IpoTokonu LDAP i TCP.

3mina inpopmarii mapmpyty. [Tix naHuil TUN ataku HaOLIBIIE MIAXOMATH JCIEHTPAII30BaHI MEPEexi.
[lpu 1poMy 4Yac AOCTaBISHHSA IAaKeTy 30UIBINYEThCS dYepe3 Te, L0 KOXKEH BY30J] € MapIIpyTH3aToOpOM i
BIiJIMOBITHO MOYKE 3MIHIOBATH MapLIpyTHY iHQOpMaIIifo.

BubipkoBa poscuika. JlaHuii THO 3arpo3u 31MCHIOETHCS HACTYMHMM YHHOM: CKOMIIPOMETOBAaHUIA
BY30JI CEHCOPHOI Mepexi 3/ifCHIOE BHOIPKOBE BHIAJICHHS IESIKHX MAKETiB. Binblny e(peKTHBHICTH I aTaka
HaOyBae B KoMOiHawii 3 aTakamu, siki 30MpalOTh BEIMKY KUIbKICTh Tpadiky Ha omHOMY BY3Jdi mepexi. B
pe3ynbTaTi CKOMOIHOBAaHOI aTaky HaWOLIbIIe CTpaXkJa€ LTICHICTh 1 JOCTYIHICTh AaHHX, IO 1CTOTHO 3HUKYE
PiBEHB CepBicCy, SIKHI HAJA€ThCSI CEHCOPHOIO MEPEXKEIO.

besnonna Boponka «Sinkhole Attack». Artaka BHKOpHUCTOBYe Bech Tpadik CEHCOPHOI Mepexi
CKOMIIPOMETOBAHOI'0 By3Jla MEpEeXi. 3I0BMHUCHHK «CIyXae€» IIMPOKOMOBHI PO3CHIIKH, 3alIUTH Ha MapIIpyTH i
BIJITIOBI/Ia€ CEHCOPHUM BY3JIaM, IO «3HAWIIOBCS» KOPOTKHUN MapuipyT A0 0a3oBoi craHuii. BaaBmiich Bcratu
MDK CEHCOPHHMM BY3JIOM, IO TPAHCIIOE, 1 0a30BOIO CTAHIII€0, CKOMIPOMETOBAHUM BY30J1 MOXKE BUKOHYBATH
Oynb-sKi Oii 3 MaKeTamMu JaHHX.

[ITamaHcbka aTaka «Sybil attack» i€ HACTYITHUM YUHOM: CKOMIIPOMETOBAHHUI BY30J1, BUKOPHCTOBYIOUH
JICKIJIbKa TCEBIO1IeHTU(IKATOPIB, BUAAE cebe Bifpa3y 3a Kilibka BY3JiB. Taki aTaku BUKOPHUCTOBYIOTHCS JUIS
MOPYILICHHSI MEXaHi3My pPO3IMOJICHOr0 30epiraHHs, MEeXaHi3MiB MapIIpyTH3allii, MeXaHi3MiB arperamii JaHUX,
MeXaHi3MiB TOJOCYBaHHS B Mepexi 1 T. 1. CXWIBHOIO 70 JaHOi aTaku € OyJb-sKa Mepeka 3 piBHOIpPAaBHUMHU
By3J1aMH (0COOIMBO OE3POTOBI 1 ACHEHTPaI30BaHI MEPExi).

Ataka uepBorounHu « Wormhole attack». /lana aTaka cTBOpIOE CrelialbHUI NUIAX ISl Iepenadi mo
HBOMY MEPEXOIUICHUX MAaKETIB MiXK JIBOMa 1 OiJibIlle CKOMIIPOMETOBAaHUMH BY3J1aMHU CEHCOPHOI Mepesxi. [1oioHi
aTakW dYepe3 BiACYTHICTh KOMIIPOMETAIlii By3JIa CEHCOPHOI Mepexi CKIAaloTh CepHo3HY 3arpo3y Oes3meri
CEHCOPHOI Mepexi.

Onyn araka «HELLO flood attack». ATaka € mMHMpPOKOMOBHOIO, 1 HAJICHIAIOYH B CEHCOPHY MEPEXY
0e3niy HeoOOB'SI3KOBUX IIOBiJOMIICHB, TMO30aBIIsIE MEPEXKY PI3HOMAaHITHHX PECypCciB — KaHAJIBHOI €MHOCTI,
00YHCITIOBANIBHOI TOTY)KHOCTI, €HEPreTHYHMX pecypciB Ta iH. JI0 CEHCOpHUX BY3JiB Mepexi 3JI0BMHCHHUK
poscmwiae Hello makern. Otpumasmm Hello makern, By3mu po3TisiialoTh CKOMIIPOMETOBAHHUN BY30J SK CBOTO
cycifa, 1 mpy NOAAJBIIiN Tepenadi JaHuX, OyAyTh BUKOPHUCTOBYBaTH oTpuMany 3 Hello makeriB agpecy.

Jati ipesicTaBiIeHo TepeNik OCHOBHUX PEKOMEH/IaIli# 1i1st 3abe3meueHnst 6esnekn B 10T cucremi:[12]

Haiimpocrimnra, i pa3oM ¢ mUM IOCTaTHRO €PEKTHBHA Mis, SIKy MO)Ke BUKOHATH KOPHCTYBAad - 3aXUCT
mapoiiB. Y BCIX MiTKITIOUEHUX TIPUCTPOIB MAPOIIi «3a 3aMOBUYYBAHHSIMY MAIOTh OYTH 3aMiHEHi. Y BHIAAKY, KOIH
TapoNib HEMOXKIIMBO 3aMIHUTH, MAHWW TPHUCTPiA Kpamie He BIIPOBAPKYyBAaTH B cucTeMy lHTepHeTy pedueit. s
KOXKHOT'O TIPUCTPOIO HEOOXiTHO HAIaTH MiHIMANBHI JJIs X CTIpaBHOTO (DYHKITIOHYBaHHS IPUBLIIET.

[epen miaKITIOYEHHSM HEOOXITHO MEPEBIPUTH KOXKEH MPUCTPiH, TA BUKOHATH TEPEBIPKY JIOKATHHAX Ta
XMapHUX CEpBICIB.

Sxmo € MoxnuBicTh, TO At 10T mpHUCTPOiB HEOOXIHO CTBOPUTH OKPEMY MEPEXKY, 3aXHCTHUBILIUCH
(aepBomoM. CTBOPEHHST OKPEMOi MEpexkKi JOMOMOXKE BUKOHATH 130IIAI[i10 HEOE3MEUHUX MPHUCTPOIB BiJl OCHOBHUX
Mepex 1 pecypcis.
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HeoOxinHO HamaraTich He BHKOPHCTOBYBATH TPHCTPOi 3 (hi3uuHOIO Kommpomerariero. Jlo Takux
MIPUCTPOIB MOKHA BIJHECTH IIPHCTPOi 3 amapaTHOI KHOIKOIO IOBEpHEHHS 10 (aOpHYHMX HAIAIITYBaHb,
JOCTYITHIMH po3'eMaMH a00 33JaHIMH 33 3aMOBUYBAHHSM ITapOJIIMH.

Kpare He BUKOpHCTOBYBATH NPUCTPOI 3 (PYHKIIE€I0 aBTOMATHYHOTO TiIKITFOYSHHS /10 BIIKPUTHUX MEpeK
Wi-Fi, abo 1mo30aBuTH 1X TaKOI MOKIMBOCTI.

He maroun moximBocTi 3a0iokyBaTH Bech BXinHWil Tpadik 10T mpuctpoiB, HEOOXimHO TepeBipUTH
TIPUCTPii HAa HAsIBHICTH BIAKPUTHUX TOPTIB, Yepe3 SIKi 3JIOBMHUCHUK MO>KE B3SITH TIPHUCTPIH ITiJ KOHTPOIb.

[epeBiputn 10T mnpuctpoi Ha HasBHICTH OOMiHY AaHMMH B 3amm¢poBaHiii ¢opmi, 1 SKIIO Taka
MOXIIUBICTB TIPUCYTHSI, TO BUKOPHCTOBYBATH ii.

He BukopucToBYBaTH MPOAYKTH, SIKi BXKE HE MIATPHUMYIOThCS BHPOOHUKOM, abO0 Ti, UMl 3aXHCT BXKE
HEMOJKJINBO 320€3IeYHTH.

BucHoBkHu

Hemae cymHiBiB, mo koHnemniis [HTepHeTy peueil Oyae CTpiMKO pO3BHBATHCS, IO BHKIMYE IIBUIKE
nommpeHHs HoBiTHIX TexHounoriit [oT. [Tapagurma mMepex BIUTHHE Ha KOXKHY cepy JIIOACBKOrO JKUTTS — Bil
ABTOMATU30BaHUX OYJWHKIB JI0 PO3YMHOi OXOPOHM 3JIOPOB'Sl Ta MOHITOPHHTY CEPEIOBHINA, IHTEIPYIOUU
IHTEJIEKT B yCi 00'€KTH HaBKOJIMIIHBOrO CBiTy. BripoBamkenns [oT BuMarae BeNnuKux 3yCHilb 1 Cy4acHHUX pillleHb
IO JTIKBifaIii 3arpo3 Oe3merli i MPUBaTHOCTI.

V crarti po3rngHyTI Aeski BapiaHTu 3arpo3 Oesmemi loT-cucreM. AHami3 JOCHiKEeHb MO JaHii TeMi
MOKAa3aB, 1[0 B CUCTEMax JI0 I[bOr'0 Yacy HE BPaXOBYBAJUCS MUTAHHS 3a0e3MCUeHHsT KOH(IICHIIIITHOCTI 1 Oe3meKu
KopucTyBaua. Ha OCHOBI aHajizy TEXHOJOrid HaWOUIbIl TOIIMPEHUX arak OyjJao0 CKIAJIeHO Mepelik
pexoMeHaaii s 3a0e3nedeHHs iicHocTi Mepexi 3 [oT mpuctpois.
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